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DETAILED ACTION 
Response to Amendment 

1. This action Is in response to the amendment filed 04/10/2006. Claims 

1. 21, 25 and 39 have been amended; claims 37-38 have been cancelled; 
claims 40-41 have been added. 

Response to Arguments 

2. Applicant's arguments with respect to claim 1 have been considered 
but are not persuasive. Applicant's amendments have necessitated a new 
search and new grounds of rejection. 

3. Applicant's arguments filed 04/10/2006 with respect to the rejections 
of claims 33-34 have been fully considered but they are not persuasive. 
Claim 33 is dependent upon claim 25, which recites the limitation: "receiving 
the service over a unidirectional channel". Claim 33 itself recites the 
limitation: "determining whether the sen/ice has been dropped; if the 
service has been dropped, determining whether either the first decryption 
information or the second decryption information is valid decryption 
information; if one of the first decryption information or the second 
decryption Information is valid decryption information, decrypting tlie 
service witli tlie valid decryption information". Claim 33 was rejected 
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in the previous Office Action because the claim limitation is contradictory, 
i.e., since it is determined that the service has been dropped, the service is 
not available and thus there is no service to decrypt. Applicant argues that 
claim 33 is ''open-ended" through its use of the term '"comprising" and thus, 
does not preclude the client from receiving the encrypted service 
again prior to the performance of the remaining steps of claim 33 
(Remark, page 10). Based on the language of claim 33, the step of 
"decrypting the service with the valid decryption information" only happens 
under two conditions. Now, with Applicant's argument, one more condition 
must be met (i.e., the client receives the encrypted service again) in order 
for the step of decrypting the service to happen. One of ordinary skill in the 
art would not be expected to figure out the scenario applying to claim 33 
that the client receives the encrypted service again after the service has 
been dropped, especially when Applicant's reasoning and illustrating 
example provided in the remark were not disclosed in the originally filed 
specification. Thus, the disclosure fails to enable one skilled in the art to 
make and use the claimed invention. 

Claim Rejections - 35 USC §112 

4. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the Invention, and of the manner 
and process of making and using it, in such full, clear, concise, and exact terms as to 
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enable any person skilled in the art to which it pertains, or with which it is most nearly 
connected, to make and use the same and shall set forth the best mode contemplated by 
the inventor of carrying out his Invention. 

5. Claims 2-3 are rejected under 35 U.S.C. 112, first paragraph, as failing 
to comply with the written description requirement. The claim(s) contains 
subject matter which was not described in the specification in such a way as 
to reasonably convey to one skilled In the relevant art that the inventor(s), 
at the time the application was filed, had possession of the claimed 
Invention. Claim 2 recites the limitation "wherein the first decryption 
Information corresponds to a seed of a macro period". Claim 2 is dependent 
upon claim 1, which recites the amended feature "wherein the first 
decryption information decrypts the service". The originally filed 
specification does not disclose that the seed of a macro period decrypts the 
service. The specification only discloses that that the seed of a macro period 
decrypts the key of the first micro period of the macro period (page 6, last 
paragraph; figure 2). As a result of the amended claim 1, the feature of 
claim 2 is considered new matter. Claims that are not specifically addressed 
are rejected by virtue of their dependency. 

6. Claims 33-34 are rejected under 35 U.S.C. 112, first paragraph, as 
failing to comply with the enablement requirement. The claim(s) contains 
subject matter which was not described in the specification In such a way as 
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to enable one skilled In the art to which It pertains, or with which It Is most 
nearly connected, to make and/or use the invention. Claim 33 is dependent 
upon claim 25, which recites the limitation: "receiving the service over a 
unidirectional channel". Claim 33 itself recites the limitation: "determining 
whether the service has been dropped; if the service has been dropped, 
determining whether either the first decryption Information or the second 
decryption information is valid decryption Information; if one of the first 
decryption information or the second decryption information Is valid 
decryption Information, decrypting the service with the valid decryption 
Information". The condition "the service has been dropped" is interpreted as 
"the service Is not available". If the service Is not available because the 
connection has been dropped, then there Is no service to decrypt. If the 
connection has not been dropped and the service Is not available because 
there Is no valid decryption key, then the question is why a valid key can still 
be found to decrypt the service. The claim is contradictory, and as a result, 
the disclosure fails to enable one skilled in the art to make and use the 
claimed invention. For examination purposes, the claim limitation is 
interpreted as "determining whether either the first decryption information 
or the second decryption Information is valid decryption information; If one 
of the first decryption Information or the second decryption Information Is 
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valid decryption Information, decrypting tlie service with the valid decryption 
information". 

Claim Rejections - 35 (JSC §102 

7. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in 
this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed In the United States before the Invention by the applicant for 
patent or (2) a patent granted on an application for patent by another filed in the United 
States before the invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 351(a) shall have the effects for 
purposes of this subsection of an application filed in the United States only if the 
International application designated the United States and was published under Article 
21(2) of such treaty In the English language. 

1. Claims 1-3, 6-9, 12-13, 16-19, 21, 25-26, 28-29, 35-36 and 39-41 are 
rejected under 35 U.S.C. 102(e) as being anticipated by Raith (6,510,515). 
Raith discloses a method for controlling access to encrypted broadcast 
services such as stock quotes and sports news (Abstract). 

Regarding claims 1-3, 6-7, 16-17, 21, 25-26, 36 and 39-40, Raith 
discloses a method for a requester to order a service and for a service 
provider to provide, in response to the request, the ordered service In an 
encrypted form and l<eys necessary to decrypt the encrypted broadcast 
service, comprising: receiving a request for a service from a requestor over 



Application/Control Number: 10/072,147 Page 7 

Art Unit: 2132 

a bi-directional cliannel; authenticating the requestor (col. 12, line 17-67); 
transmitting first decryption information, a service decryption key, to the 
requestor over the bi-directional channel wherein the service decryption key 
decrypts; transmitting the service, encrypted with encryption information 
corresponding to the first decryption information, over a unidirectional 
channel (col. 11, lines 39-50; col. 11, lines 16-26; col. 12, line 17-67); 
generating second decryption information, a secret value, for use In 
decrypting the service; transmitting the second decryption information over 
the unidirectional channel; and transmitting the service, encrypted with 
encryption information corresponding to the second decryption information, 
over the unidirectional channel (col. 16; lines 34-51). 

Regarding claims 8-9, 12-13, 28-29, Raith further discloses that the 
bi-directional channel is a GSI^ network and that authentication is performed 
using a SIM card number or a PIN number (col. 1, line 60 - col. 2, line 5; 
col. 3, line 65 - col. 4, line 6; col. 9, lines 61-64). 

Regarding claims 18-19, Raith further discloses that the second 
decryption information itself is used as synchronization information and is 
encrypted with the first decryption information (col. 16; lines 34-51). 

Regarding claim 35, Raith further discloses that the decryption 
information Itself is used as synchronization information and is encrypted 
with the first decryption information (col. 16; lines 34-51). 
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Regarding clainn 41, Raith further discloses that a key index in order to 
identify the service decryption key is transmitted to the requestor (col. 9, 
lines 51-59). 

C/a/m Rejections - 35 USC §103 

2. The following Is a quotation of 35 U.S.C. 103(a) which forms the basis 
for ail obviousness rejections set forth In this Office action: 

(a) A patent may not be obtained though the invention is not Identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a 
whole would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

3. Claims 1, 4-8, 11, 13-27, 29-36 and 39-41 are rejected under 35 
U.S.C. lG3(a) as being unpatentable over Wasilewski et al. (6,516,412) In 
view of Roop et al. (5,619,274). Wasilewski discloses a cable TV system 
providing conditional access to services (e.g., TV programs, CATV channels, 
movies) encrypted using a control word (CW) that changes periodically (col. 

4. line 15 - col. 5, line 12). 

Regarding claims 1, 4-7, 11, 14-19, 21-27, 30-32, 35-36 and 39-40, 
Wasilewski discloses a method for a requester to order a service and for a 
service provider to provide, in response to the request, the ordered service 
in an encrypted form and keys necessary to decrypt the encrypted service, 
comprising: receiving a request for a service from a requestor over a bi- 
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directional channel (col. 31, lines 25-63; col. 34, lines 1-12); authenticating 
the requestor using a public key encryption scheme associated with the IP 
address of the requestor (col. 12, line 46 - col. 13, line 9; col. 34, lines 13- 
44; col. 42, line 59 - col. 43, line 12); transmitting an authorization 
message (an entitlement management message - EMM) including a multi- 
session key to the requestor over the bl-dlrectional channel for use in 
decrypting the service (col. 4, line 63 - col. 5, line 12; col. 6, lines 25-61; 
col. 16, line 63 - col. 17, line 13); transmitting the service, encrypted using 
a control word (CW) that changes periodically, over a unidirectional channel 
(col. 4, lines 40-45); generating second decryption information 
corresponding to a micro period which is the control word for use in 
decrypting the service; transmitting an entitlement control message (ECM) 
Including the control word over the unidirectional channel (col. 6, lines 25- 
61); and transmitting the service, encrypted with encryption information 
corresponding to the second decryption information, over the unidirectional 
channel (col. 6, lines 25-61). Wasilewski does not disclose that an initial 
control word is included in the authorization message. Roop discloses a 
conditional access system for providing service encrypted with a program 
key that changes periodically, the program key being functionally equivalent 
to Wasilewski's control word. Roop further discloses that when a requestor 
is authorized, an authorization message including the initial program key to 
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be used for decryption Is transmitted to the requestor (col. 11, lines 25-37; 
col. 13, lines 1-9). It would have been obvious to one of ordinary skill in the 
art at the time the invention was made such that the Initial control word is 
included in the authorization message, as taught by Roop. With the initial 
control word in hand, the requestor's device would be ready to decrypt the 
service when It was first received. Accordingly, the Initial control word would 
be transmitted to the requestor over the bi-directional channel. 

Regarding claim 8, Wasilewski further discloses that the bidirectional 
channel is one of a wireless network (col. 4, lines 41-43; col. 5, lines 5-9). 

Regarding claims 13 and 29, Wasilewski further discloses that the 
authentication is performed using a user ID and a PIN which meets the 
limitation of a password (col. 4, lines 45-53). 

Regarding claim 20, Wasilewski further discloses retransmitting the 
second decryption Information over a unidirectional channel (col. 4, lines 34- 
36). 

Regarding claim 33, Wasilewski further discloses determining whether 
either the first or second decryption information is valid decryption 
information and decrypting the service with valid decryption information 
(col. 9, lines 12-22, 43-57; col. 38, line 40 - col. 39, line 10). 

Regarding claim 34, Wasilewski further discloses that when neither the 
first decryption information nor the second decryption information is valid 
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decryption information (e.g., end of montli), establishing a connection to tlie 
service provider via tlie bi-directional channel; transmitting authentication 
information over the bi-directional channel; receiving valid decryption 
information over the bi-directional channel; and decrypting the service using 
the valid decryption information (col. 2, lines 21-29; col. 34, lines 1-12). 

Regarding claim 41, Wasilewski further discloses that in addition to the 
initial control word and subsequent control words, a multi-session key is 
transmitted to the requestor to decrypt the service (col. 6, lines 25-61). 

4. Claims 9 is rejected under 35 U.S.C. 103(a) as being unpatentable 
over Wasilewski in view of Roop as applied to claim 8 above, and further in 
view of Vieweg et al (6,748,082). Wasilewski discloses that the bidirectional 
channel is one of a wireless network; however, Wasilewski does not disclose 
that the wireless network is a GSM network. Vieweg discloses using a GSM 
network (col. 2, line 66 - col. 3, line 2). It would have been obvious to one 
of ordinary skill in the art at the time the invention was made to modify the 
combined method of Wasilewski and Roop to use a GSM network, as taught 
by Vieweg. It is particularly simple, and, in terms of automatization ability, 
efficient for transmission to be in the form of a digital mobile radio short 
message like GSM-SMS (col. 2, lines 45-50). 
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5. Claims 10 is rejected under 35 U.S.C. 103(a) as being unpatentable 
over Wasilewsl<i in view of Roop as applied to claim 8 above, and further in 
view of Gulcu et al (6,925,562). Wasilewski discloses that the bidirectional 
channel is one of a wireless network; however, Wasilewski does not disclose 
that the wireless network is a Bluetooth network. Vieweg discloses using a 
Bluetooth network (col. 2, lines 6-27). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the 
combined method of Wasilewski and Roop to use a Bluetooth network, as 
taught by Gulcu. Bluetooth technology would allow users to connect a wide 
range of devices easily and quickly, without the need for cables, expanding 
communications capabilities for mobile devices. 

6. Claims 12 and 28 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wasilewski in view of Roop as applied to claim 1 above, 
and further in view of Raith (6,510,515). Wasilewski does not disclose that 
the authentication is performed using a SIM card number. Raith discloses 
performing authentication using a SIM card number in a conditional access 
system (col. 1, line 60 - col. 2, line 10; col. 11, lines 37-60). It would have 
been obvious to one of ordinary skill In the art at the time the invention was 
made to modify the combined method of Wasilewski and Roop such that the 
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authentication Is perfornned using a SII^ card number, as tauglit by Raith, in 
order to allow the system to verify the SIM card. 

Conclusion 

7. The prior art made of record and not relied upon is considered 
pertinent to applicant's disclosure. 

U.S. Patent No. 6,738,905 to Kravitz et al. 

8. Applicant's amendment necessitated the new ground(s) of rejection 
presented in this Office action. Accordingly, THIS ACTION IS MADE 
FINAL. See MPEP § 706.07(a). Applicant is reminded of the extension of 
time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to 
expire THREE MONTHS from the mailing date of this action. In the event a 
first reply is filed within TWO MONTHS of the mailing date of this final action 
and the advisory action is not mailed until after the end of the THREE- 
MONTH shortened statutory period, then the shortened statutory period will 
expire on the date the advisory action Is mailed, and any extension fee 
pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of the 
advisory action. In no event, however, will the statutory period for reply 
expire later than SIX MONTHS from the date of this final action. 
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Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Minh Dinh whose telephone number 
is 571-272-3802. The examiner can normally be reached on Mon-Fri: 
10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Gilberto Barron can be reached on 571-272-3799. 
The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained 
from the Patent Application Information Retrieval (PAIR) system. Status 
information for published applications may be obtained from either Private 
PAIR or Public PAIR. Status information for unpublished applications Is 
available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic Business Center 
(EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272- 
1000. 



Application/Control Number: 10/072,147 
Art Unit: 2132 



Page 15 



MP 

Minh Dinh 
Examiner 
Art Unit 2132 

6/20/06 

6ILBERT0 BARRON 
SUPERVISORY PATENT EXAMINER 
TECHNaOGY CENTER 2100 



